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Intelligent Detection Algorithm of Security Risk Management and Control for Power System
On-site Operation

HE Min!, QIN Liang!, ZHAO Feng?, YU Jinyun!, LIU Haofeng!, WANG Qiulin®, XU Xinghua*, LIU Kaipei'
(1. School of Electrical and Automation, Wuhan University, Wuhan 430072, China; 2. State Grid Information & Telecommunication
Group Co., Ltd., Beijing 102211, China; 3. Fujian Yirong Information Technology Co., Ltd., Fuzhou 35300, China; 4. National Key
Laboratory of Science & Technology on Vessel Integrated Power System, Naval University of Engineering, Wuhan 430034, China)

Abstract: Aiming at the problem of complex scenes, diverse targets and difficulties in intelligent safety monitoring due to
partial occlusion of safety control under power site operations, we propose an improved algorithm based on
YOLOV7-Tiny. Firstly, the YOLOv7-Tiny detection network is built, and the attention mechanism of channel reorganiza-
tion is fused in this algorithm framework to effectively improve the interaction ability between channels and to enhance
the saliency of target regions in complex scenes. Secondly, in the feature fusion stage, Res-PANet, a multi-scale feature
fusion structure based on residual hopping, is constructed to effectively fuse multi-scale targets and to improve the mul-
ti-target detection capability in the scene. At the same time, the Swin-Transformer module is combined in the output
detection head of the model to enhance the perceptual field of the model, to achieve enhanced global perception of the
feature map by the model, and to improve the detection ability of the model in the case of partial occlusion. Then, an im-
proved Mosaic data enhancement is adopted during training to enhance the number of small target distributions, to
achieve the purpose of enriching the target scenes, and to improve the generalization ability of the model. Finally, the
wearing of safety helmets and safety clothing of electric personnel, electric fences and electric warning signs are taken as
the monitoring objects of safety operations for the verification of the improvement algorithm, and the heat map analysis
based on Score-CAM is also adopted to further verify the effectiveness of the model improvement. The experimental re-

sults show that the average detection accuracy of the fusion-improved model can reach 90.1%, the image detection speed
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Project supported by National Key R&D Program of China (2020YFB0905900).



T G s, B g, SR T R GBI AL I g A U R R RS I ST 2443

is 46 frame/s, and the test inference delay is 75 ms on the embedded hardware Jetson NX, which can effectively meet the

requirements of power safety field detection accuracy and detection speed.

Key words: power security; intelligent monitoring; YOLOv7-Tiny model; Shuffle-Attention mechanism; object occlusion
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Fig.6 Shuffle-Attention structure diagram
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JEHVRAE, HAt SR (DR, GN(*) (6]
HIA— 2.
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5 BTA BT E I FRHE2 i id Concat 775K
W R A . (HILE FRHEZ Pt 2 R 3R A (S
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6 &G 5845, it Channel Shuffle 177 XLk
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A FHREE 2 [ (5 B Al G, (A3 RRIE R & S i
R0, FEAE -SRI ELAN #EB, M 7B
ELAN-SA f5, HEEWE 7 Fis.

2 NG Lh RS, 5 1 A 2 AN Sl Ak
SRR IR L, 55 2—7 #1256 ANl B AR AP AH,
W 15008 6 5HFRIIFHA AP ExfEL. ik 2 wf
H1, £ YOLOV7-Tiny () ELAN #ierdi 5] A SA ik
Ja, BAE mAP AHECEE AR 2% A 86.9% 1 T 2
88.1%, IR T EARIAE TAE MR 28 Bt i,
Hrdr gzf #) mAP #2751 1.3%, wegzf ] mAP 27+
2.5%. EELR TAERAH LL B A B br-5 8 IR S 1)
PR AL RE By, S0k Ja B2 REAR il e B2 2 1
s NIy B ARSI 7] R

3 ET%REPER Res-PANet % BiRi& N

RHIE & 785 25 Mg A 801 T B AR i A i) 2
RERFERR A X8, 7€ YOLOV7-Tiny % b, SR
PANet X447 B ARl o 1) 2 ROEERFIERL&
SR, BEE BB PR R, BHERRENE
& I, I8 AL 4 -3 (feature pyramid networks,
FPN) J% PANet 4514 F-ANRe A ROR#E H 8 71210, JuH

7 ELAN-SA #5g
Fig.7 ELAN-SA structure diagram

®2 B EGE R ET S TEREXT EE
Table 2 Before and after performance comparison of each

improvement of the model

AP/% mAP/

sl

aqm wdaqm gzf wegzf signal fence %

YOLOv7-Tiny  94.6 828 924 944 724 846 869
ELAN-SA 939 836 937 969 746 857 88.1
Res-PANet 947 860 91.8 96.1 728 859 879

SWCSP 946 844 935 945 741 855 877

SAEFHERIN IR ZR, BAnEEA S I AR
SEEIASBN ) 8, i TR R A G 5 B
AT CA 12 BARR N7 222 3017 2 38 N RHIE D
B2 M B R R R TR R 51230
2R AR RN BRHIE A B 2 K i) R
AR, HET 2 CSRENSI, HES S8
BRI NS, TR R REm, &S
ES W RItha g SN

BT UG R8, ASCRZSCBR[211ET 0 = 2 R T
ZREREGTEK, $&H—F Res-PANet 451,
LGN R 2 AR 2R RGN 2 7 PR R I & I
W2, I o R T RS B3R A5 B R A B 4
PIRFIEAS (B o (Rl i B 2 Bk R 22 v a2 I [l 4%
FEIAE R FE R AT T, SR MY s St H
TERFIERLE B BT AAREE 3 NSRBI, A
SWORIME R, HO RS RS M L
S d A FAD 2% 2 TR A ) kR IE R, BB K
N2 BB TR RE S —, DA 2 (A
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FE, [RIRREFERURHER N . T iH ) Res-PANet
i E 8 Frin.

B9, SN REERHIE R KR AT
TERR ARG ES 73, A R RERFAE ) /N ROBEHRFAE
RFE LI PRI 5y o b RS 28 5k 22 38 7
Bl o), AT REERTHIRE, 24 LR
FEHT R 8 THRIE B S 158 45, s i R g
JR a5 B B A BE S A B SRR AR B, FLEAR
PR SUR LI
F,..oqc = Concat(UP(Concat(F,,, F,,)),F,;) (8)
H{r: Concat(*) FRFHEMPHER G UP(Y) R
FRER) _ERAE

WIE 9N, Sl 7 KR KR e 1k
By ST HLE R 2 B TR R RS B R
TR 22 2R 5 N Re A RTRAME B E R

F,, . ..=Concat(Concat(Down(F,,),F,;).F,,) (9)
o Down(*) RIRFHIEM T KAE .

H % 2 AT 41, 7E YOLOV7-Tiny $-Efl& 2 %
1T Res-PANet, HEE/K mAP 8 LLEL R 4R M 2%
86.9%FE T+ 5 87.9%, 1ZFE T+ AR T BAR AL 2 42 1H
M ZE s AL, Hor aqm ) mAP #27F 0.1%, wdagm
1) mAP $&7F 3.2%. FE T2 ET/NEFRT
KA, I AT IR IR, A ROR R
THRAERBUS RN B E B R, 7T 7 HA
MKSEL .

4 HTE£FHRZEF1EEAY Swin-Transformer
R

2 H AR I BB, 2 S8 br i IR
for BRI OL,  32 5 DR vl T A A A U I S AR
JRiBAE SR, X TR %, BakA
S5 TR RS H AR I E Ao X SN v ) B
3497 . BT CNN Z5# BA B 1R, m
Transformer 28 (1) 45 14 | 2 B A T = 1) 42 JR) 82
ROR, MiA%SEH Transformer 4544 T Hoat R &
K, KB EALE Swin-Transformer 3F4T4574E
HIFREL, % CSPNet [IEERHY BURAE 1 5 BT
3, BT T —FRR B (AR E 5 ) FH R 38 ey
SK A AT AR, e (SRR PR BE A AR IR R S AR I SR
A2 2% R B A R G B R, i X —REE A1k
FEEHRFH SR 38 950 23 OB H AR A R, o T
5~ SWCSP(Swin-Transformer-CSPNet).

K10 H, il SCRg B Es ik 22, il

20x20 T 5 20%20 . 20x20 — Head !
40140 T 40140 i I ______

_—V
I jf I ]f [
80x80 80x80 80%x80  —iHead!

K8 Res-PANet 4514

Fig.8 Res-PANet structure diagram
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Fig.9 Residual hopping in codec structure
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R FE
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e /e ]| | [ ]
Swin Transformer |¢ T F
b~ ) LN ]
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v @ i

10 JRFLERI ) Swin-Transformer |2

Fig.10 The Swin-Transformer layer of the bottleneck structure

& N FEET Swin-Transformer HIMRFRZE R, )5 itk
17 2 TR EIEE RS . #E Swin-Transformer %544
o, AR L@ S 1 ) HARRHIE,  [RI
WIS 2k BRI, SRIEAT R IR AH AL RE 2
>, PRFHRFAER T FPERS), HoAr Swin-Transformer
AT X

F,,=LN(F,, + W - MSA(F,))

F,,=LN(F,, + MLP(F,,))

att

F, o =LN(F, ., +SW —-MSA(F,,))

al

F, =LN(F, v + MLP(F, 1))

(10)
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W —MSA(q,k,v) = (F,w', Fw"  E,w") (1)
SW —MSA(q.k,v) = (F,w*,F,w", F,w") (12)
gxk'
A = Softmax( \/Z )X v (13)
A de NN Fin FEIELERE: g kK Al v /2
FIRHE Fin 1530080 3 DMEREFHE A B EPES
BUEI 5, JE I bR DAz 4E 3 i E T RE R
AHT o
B 1L N B R 0t BRI 8
Swin-Transformer, 7ECLA14: RRHIE(S EHIRTHE T,
Swin-Transformer EUHT 5 & 10 FRBURFAE B B 345
B VERJHAT AR O N B R IR R
WO R ETE B AR, WE 1w, KA E R T
&Ry, B E R 2 SE R AL (window
multi-heads self-attention, W-MSA )i+ 505 i 5
FHIER R RE 7. BT R W-MSA B,
RefE N E DA EHMT BER 5 11(0h 4
AN R, AR DS & D 2 m 2 ik T
SEAEEER), N T MRRILI R, R W-MSA
PREUG, S8fEiHE] SW-MSA K2, FHTnas
FASLE N2 A FER R, W H A S E N
(shifted windows multi-heads self-attention, SW-MSA)
ERAERT LAEARAR 2 AN DRI TS |, i B R
ST R R, NIk B4 R R RE g,
(PR, Y62 PR B EERE RS R I E R AR
WA, & N B ) A AR 7 & w2
WG E D RETRANEE 1 ANE SR N & D HER
ACUL, A EBRSRE 4 AR AR 9 ANE L, LAt
i ER A AT 2 kR AL (multi-heads
self-attention, MSA)HJTIE, HFEFITHEMETHE
IR EUAAE HAT VB, U2 9 AT ke 46 0 4x4
FE HBEAT TS, ST AR 4x4 (75 EHEATHA MR
78, PRI R EEE R, TRBTHEE 11(d)
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K12 fow, B ek 12 42 b R X IS R AE
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Fig.11 Swin-Transformer calculation chart
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Fig.12 SW-MSA window sliding process
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86.9%FE T+ 2 87.7%, ZFEFF AR I BARILAE X F—
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HI ) 2 AR B, ACBHI £ 2R I H 3%
RAEMISAAE . 35A 4023 5kEARE F, fkE A
A8 — e 2 iR H AR, BLE —Fh e i R
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AR, RIERIAE 2408, B s T/ER. RiE
Mo da TAEMR. MBS, BEARE XN AEARSE
WA AINER 3 A 14T agm. wdaqm., gzf, wegzf,
fence. signal. [FIIZEHE 4R o %5 AR 2 2800 1N 2K
Wik 3 5 2 47Fn, K labelimg #AFXFEA EIUE
BEATARE, H1E VOC MR, 1ERHEN
(%R EE T hrE VOC2017 BdE&E s, &
WABAREERE AT & SRR E— R AR
I HIIZRReE

Yo IR AL BENLR 20 IR . 560 E 6 A A
£, B 8:1:1. Hodr, YIRS T2k H brks il
HERZH, DERBUZERE RIS E . ks
T2t 52, Pikilgrd s . e T
R SRR RN AR R . ASLIGH, IGESLH
3258 sk, RuESEALE 362 sk v, MASEILA
403 7KK s
52 SEWEIfEE

ASZIGTE Ubuntul8.08 &4tH, python Ay
3.8.0. CUDA ffiA >}y 11.2, 3T PyTorchl.8 I35
FRIR B2 2 STHEZRREAT N ZRAN I ke IR T &
PiHt NVIDIA GeForce RTX 3090-24G &A7H1 &+,
WA FH C B A 1% 4 NVIDIA GeForce RTX
3060-6G Laptop GPU,
53 IR

ASEEnlgrad iR A TR I EAR, A
YOLOV7-Tiny 2% 7E COCO a4 1 il 2L
H, KB B2 E d N T RAE SR IR 45
TR, DN SRt (a]. st Bl
ZRECUCH 200 %, LK/ (batch size)y 16, BOERILA
23N 0.01, KA Adam SRALREHAT IR o

FEHHRIENINGRET, A m o ek il
IR, R BRI A A 2 R BRI )
A, SR 38 50 (Mosaic) B a1 1 /2 K7 H An ke
DR AT B S v i —Fh o7 o BT IR R 360w
Bl gm0y S FELEBT Y, SA IR KM H
PRk BT, Al N IR RUAEAS Th AL 5 KR B
(AP 0 T AN R RT B XHCR IR B H s 1 7 20, X
MR YRR . TR AR SCHE H — Ptk 1Y)
Mosaic £l 77, WK 13 Pox, Bk Pz

K3 BRI AR

Table 3 Dataset sample distribution table

Hbrxt 5 aqgqm  wdagm  gzf  wcgzf fence  signal

S BRI 3694 1748 2957 1414 3542 1622

(a) Mosaic4 F#i 18 5

K 13 et Mosaic 204 38 56 B 4500500 T

Fig.13 Improved Mosaic data enhancement image

(b) Gt Mosaic4 £ 5

test comparison

Bl 4 5Ky 5k 9 5k, IR E A RN E
TEHAATIREY, b ARER T X, &5
REARTERAE, R B NGRS ER . R AR
1E: Mosaic 4 i 2 AR HE R T4, BLAASE R Y251
AR T B sk, A SCRBUE I 25
10%[1) epoch I ik AT 404 14 5 1 5 A4 FH o

Bl 14 &I i, oot E s
2 (Ours)AH LA SO AT BAA AR A B2, B 14(d)4
TR B ot J5 AR R AR LT SR AR R T AR P RS R
JITHE PR ASETE, RAUE T Sk SRk AT
54 HRASLINZE

RIS UE SO EE R ROR , FEARIRE N kAT T
HRLSLE . BARINER 4 R, R 495 1 508HB
SEBG ARSI L, 55 2—7 BN 6 AN
HARK AP, f&J5 1 514 6 KA AP
XL o FHER 4 AT A, DLAR MU AT 2533k (1) YOLOv7-Tiny
R N 86.9%, “+ " RNHEHIIIRS
AT — ARG ol 5P YRR A T — R
Fto [FIISXT gz Mg AT I, S A 5
RIS DL, ABEREEARCRIF BN N . 75
KE 4 MoEE ol U B, AT EE T
B RO AR 2R 3R T, P3RS I S AR R T R
PErm 3.2%. BE—BIRAE T Sl R RTAT

[FI AL YOLOvT B AR 5 ok fr
BUFEART R AN R B B dhAT 1 EAR, HHR 5 1)
/NS i R i T SN S b = =i o o e S S
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Fig.14 Training curve comparison chart

4 JHRRESLIGNT IR

Table 4 Comparison table of ablation experiments

. AP/%
kit mAP/%
aqm wdaqm gzf wegzfsignal fence
YOLOV7-Tiny 946 828 924 944 724 846 869
YOLOv7 96.0 854 94.1 950 735 842 88.0

ELAN-SA+ResPANet 949 86.0 942 953 76.1 86.6 88.8
ELAN-SA+SWCSP 948 839 942 956 745 86.1 882
ELAN-SA+Mosaic9  94.5 829 932 955 765 855 88.0
ResPANet +SWCSP 944 855 93.8 945 732 860 879
ResPANet +Mosaic9 945 853 94.0 96.2 75.1 859 885

SWCSP+Mosaic9 944 833 928 96.8 774 86.5 885

ELAN-SA+ ResPANet +
94.1 858 93.8 972 757 865 892
SWCSP

ELAN-SA+ ResPANet +
. 95.6 862 93.0 954 752 857 885
Mosaic9

ResPANet
+SWCSP+Mosaic9

ELAN-SA+ Res-
965 869 94.8 969 78.8 86.5 90.1
PANet+SWCSP+Mosaic9

942 834 929 962 76.1 850 879

RS BRI/ 8 S5 ) L A

Table 5 Comparison of model size and detection speed

TR mAP/%  FEEIK/NMB A IIE (s
YOLOV7-Tiny 86.9 12.0 67.88
YOLOV? 88.0 72.0 26.53
Ours 90.1 154 46.25

YOLOV7 BRI 5 2.1%, T8 R /IMUAH: 21%,
K3 i = T YOLOV7 23T 20 i,
55 HIMEERXTEE

RIS UE R B SEBR IR, 3K 6 2541 1 et
AU Ja BRI R 25 5, Hodh s 11T R 2
MRS SRR, lE Sod R (Ours) e
R 248 5 P iR 2 ek 38 2 T EHE S
B2 BB, fbE ok s A (Ours) §e Ak
AT A E IS SRR AR e B AR 2R 3
1T B G2 R S B AR, flG o A8 (Ours)
REA 80kar W B AA7E 5 7 B UG 3 AR 24
Mz ags 5 4 TERGRE REBONR—HZ Birk
W, flE g T (Ours) BE A 0L 2 B A B xR
F 5 ATEG Y, G o B (Ours)BEA Sk I
Be iz fb iR N A B A B AR, - IRERE | AR
SO PR R

I e AN i Score-cam #4477 EREAT B 2%
VEX I AT EE, Horp Score-cam 1) iR BE 32 2252
F B AR IR EI45 70 @A T REAE B P INAL, - AT 38 i %of
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Table 6 Test set image detection results

RGBS YOLOV7-Tiny #i%4 Ours f& 7

FEAERR FE AR (R T80 A5 B R A%, BT
Sigmoid PAK ReLU S50 bR £ 23 A7 LERR S H 2K 1)
7 R), B 2% 1 485 R SR BB R P ) 2 e 2H &
PAF. HotHEEE N

{H,"=0(UP<A7 ) 14

C/'~f(X*H])~ f(X)

b A RO AR BB 1 3RoR 0 BRE
TEEg n RN RHIEEX M EIESG o) R
sigmoid BIH KA, FHRIA—AARHIE B I BUE X ] 5
H! FZREmHEHEG RN, BT abRiEEE 3
A ARSCERIE 3 MRHEERHTRG R . AN
WANFEE f(XHH]) N5 FRHAE B 20 s
iR, C) RN EIAD TN BRI X 38020
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TG RTAL T HE,  #R TR SR N
H ARAS I AE ) O B 206y rh s B A SR X3,
) FM7 O VR P B, 3R IS AR iy Gy 1) IX 3k
IESE T BRI X 4, [ P 40 P o itk i s
FORI Tt . 22 7 B, 58 1 AT RGO F A AR
AR /N ARSI, SSOdE R T B A RO B
F2TRG RN T A LAESNLANE, SOkre
B REA RO 28 3 AT EE X T 24 AR o6
T, ORI B ER R R R, g P IR AR
R ek A
5.6 FohiEHim

R U M P T i T AR RS 2 4 1Rk
WS, f AT R T R A A A I, AR
TEX 5K Jetson Xavier NX, 1 15 fo, @il
VA AR A G Sk AT S B0 R 4, RS 7 7t
RK/N A 1920x1080127),

F 8w, AL EENER T R vt b T
SEFS AU B T T LI R], AR B EH AR 2 B R R
FIEE 3 F1) NMS G356 R 575 16 B[R] R4 B0 7 1 B B
8] &, ek MRS R A T IR 4 YOLOV7-Tiny 184

25 ms, B YOLOV7 4] 60 ms, oA 3E &5 £ E it
MiECEE AL 29 12.5(1000/(75+5)) /s, ELA I s
FAANE .

6 4ig

AR T — P T Sdt YOLOV7-Tiny ff1HL
b2 7L A o8 o = A7 (i BN AR S 2 W R of Ak =S
BAEEE, Ho AT EEAE ISR Zo0) H A 28R (1 5
W, FIAFEILL N

D HREH. 2 REHRE S ER H bRt
SRS ARG I S B R 2K i I AL SR
58] ELAN-SA Sk AR 7E 5 243 5t 5t H
PRI, SMERIAS BT 1.2%: G @i
RHIEEI Res-PANet 7k 22 Bk 1% fg VR Ah/IVRFIE 215 B
ERIAE, $Em2 Binkiilae 7y, e RS
2Tt 1%; T Swin-Transformer FEHUAS I H Sk g
TR A RS BT, BEFHER AR H AR A TSR
P B AT WA FEH2FF 0.8%.

2) JHRRSLIGLE SRR, G BT A S R Y
EZ4AE I AP ERTF 1.9%. KRili& 48 AP

# 7 T Score-cam [{IF 7B AT AL 25 S

Table 7 Heat map visualization results based on Score-cam
YOLOv7-Tiny #7

R Ours 7!
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K] 15 Jetson Xavier NX 454

Fig.15 The structure of Jetson Xavier NX

R 8 MRG0 B

Table § Comparison of models tested on the hardware side

AP HEFAES/ms  NMS RIEHEFFILN [E/ms  mAP/%
YOLOv7-Tiny 504 45£1.5 86.9
YOLOV7 135+5 5342 88.0
Ours 74.5+4 48+12 90.1

HIRTF 4.1%. TAEARE AP HIRTF 2.4%. A% TAE
fR ) AP AEFETF 2.5%. HL (S S hRiRIT AP (3T
6.4%. HLJFEFFRIRE AP HIEF 1.9%.

3) W b B S IR Y T L ity 0 0 A A i U
R, GERFW, EUEIN 3.4 MB AR, ghaok
HE A TSP 2 K RS B2 B AT UR 1 86.9% 2 F+ &
90.1%. 638 55 76 Fa it o 46 Mi/s, TERSShAEfE
Ui PR FRAE I 209 75 ms, HARGINGE s ) &R
gt F SR Re 2 A R B — E S S ER
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